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Risk Data 

Qualitative 

Quantitative 

Semantic 

Integrated 

Intuitive 
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Beta Testing of a System 

1 site per run 

8 systems 

9 respondents  

per site: 

o3 decision makers 

o3 technical experts 

o3 operations staff 

2 sites per run 

8 systems 

9 respondents 

per site 

Heavy/Light Workload 

SME/Large Company 

Basic/Sophisticated Usage 

Qualitative 

Questionnaire 
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6 Qualitative 

What is your overall level of  

satisfaction from the system under  

test:  

 
Very Low Average     High      Very 

Low      High 

TOP5 

TOP5 

Beta Testing of a System 
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7 Qualitative 

On site 

training 

Replacement 

procedure 

Beta Testing of a System 
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Quantitative 

Beta Testing of a System 



Qualitative/Quantitative 

Risk 

Mitigation 

Plans 

Beta Testing of a System 



10 Enterprise Risk Management 



Semantic 

"Booked on fixed income trade that was in the wrong partfund code. 

Have cancelled trade resultant in error of 15000" 

"Cash contribution not invested due to incorrect fax number used by 

client. Not our error but noted due to performance impact on the 

fund." 

"The client sent a disinvestment instruction that was incorrectly 

processed as an investment. Due to a positive movement in the 

equity markets the correction of the error led to a gain." 

Semantic Data in a Bank Logbook 



12 Semantic 

Ontology 
Information 

extraction 

Operational risk ontology 
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A Telcom Operator Case Study 

• Compute operational risk scores by 

combining information from PBX logs with 

CRM and technical data. 

• Combine XBRL financial data to determine 

credit scores. 

• Integrate risk scores for overall integrated 

risk management. 
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I P  

P.S.T.N 

IP 

Main Server 

Alarm 

RS 232 

Net E_mail 

SMS 

IP 

Report Alarm  

LOCAL 

P.S.T.N 

Server 

CRM 

Integrated 

risk scores 

of  

customers 

Integrated 

Diagnostic Report 

Financial Report 

CRM Report 



Semantic 

Logs of Telecom System 
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CRM Data 

Semantic 16 



Israel Security Authority Site 

Quantitative 



The Data 
CRM Report 

Diagnostic Report 

Financial Report 

One year 

Integrated 



19 Integrated 

PBX Logs 

Customer 

 Demographic 

Variables 

Alarm  

 

Segmentation 

CRM Data 

Field  

Technician 

Data 

Service Support 

Calls Segmentation 

Business 

Line 

ETL Integration 
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Business 

Line 



Bayesian Network  

Cause and Effect Analysis 

Business 

Line 



OpR Data - by problem severity 

Hardware Software 



Non Linear Principal Components Analysis 

Impact of  

software failures  

Impact of  

Netcom failures  

Impact of  

Security failures  



Non Linear Principal Components Analysis 

1st dim. 
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Risk assessment 

Financial  

XBRL 

data 

Predictive / 

Classification models 
Financial 

Score 

Operational 

Data 

Unsupervised / Local 

models 

Operational 

 Score 

Merging 
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Financial data 

• Collect Balance Sheets 

• Extract quantitative information from XBRL 
balance sheets data 

• Derive financial ratios useful to predict the default 
probabilities of companies 

• The target variable is binary (0: good,1: bad) 

• The final data matrix is composed of n 
companies and p covariates 
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Financial data: an example 

Customer 

Financial  

Ratio  1 

Financial 

Ratio  2 

Financial  

Ratio 3 

Financial 

Ratio p 

1 11794200 10921774 393717 627750 

2 47947 34813 13134 27058 

… 519440 130111 389330 62568 

… 111200 94573 16627 12914 

… 160747 120877 39870 111038 

… 2303915 1101978 1201937 591154 

… 97970 70909 27061 34268 

n 127953 75586 52367 16526 
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Predictive/Classification models  

Financial data Binary target 

definition 
Static methods: 

Logistic Regression 

Classification trees 

Duration methods: 

Longitudinal models 

Survival models 

Model selection 

Financial Score (PD), PD 

in [0,1] 

Rating classes 

definition 

PD = f( Return on Equity, Non current 

Assets, Net Cash from regular operations, 

Equity, Current Assets, Current Liabilities, 

Current Ratio, Equity to Balance Sheet 

Total, Pre-tax Prot, Net Prot). 
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Financial score  

Customer LogReg 1 LogReg 2 LogReg 3 

1 0.590413725 0.483517201 0.60105205 

… 1 1 1 

… 0.198422752 0.288418151 0.193413586 

… 0.311519917 0.25348666 0.4165347 

… 0.58567025 0.481172502 0.59679867 

… 0.593873953 0.487455978 0.604682691 

… 0.606705681 0.499173616 0.616373138 

n 0.59845664 0.492608605 0.609354881 

The resulting PD are based on logistic regression. More precisely, Reg 1, Reg 

2 and Reg 3 consider backward, forward and stepwise selection respectively.  
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Financial and Operational scores  

Customer Financial Score Operational Score 

1 0.60105205 0.453472222 

2 1 1 

... 0.193413586 0.440277778 

... 0.4165347 0.247916667 

... 0.59679867 0.534722222 

... 0.604682691 0.360416667 

... 0.616373138 0.417361111 

n 0.609354881 0.472222222 



Financial Score Operational Score 

Precision Indicator in group r 

r=1,…K 

Integrated Score 

The precision indicator is derived on the basis of the variances estimated 

across “r” bootstrapped data sets. 

Integrated 



Bayesian merging 

Customer Financial Score Operational Score Delta Merged Score 

1 0,60105205 0,453472222 0,78431851 0,569221813 

2 1 1 1 1 

… 0,19341359 0,440277778 0,35931949 0,351574662 

… 0,4165347 0,247916667 0,76715999 0,377273676 

… 0,59679867 0,534722222 0,4185012 0,56070129 

… 0,60468269 0,360416667 0,86303567 0,571226958 

… 0,61637314 0,417361111 0,75822335 0,568256677 

n 0,60935488 0,472222222 0,52974872 0,544868073 

Integrated 



Results 

Financial 

Score 

Operational 

Score 

is it worthwhile selling to 

this  customer? 

 

 will the service contract 

be profitable? 

 

 

 

 

The Merged Score (from 0 to 

1) answers both questions.  

 

Merged scores close to 1: 

answer is NO 

will we get full payment? 
 

 

 

 

 

 If the Financial Score is high 

(closed to 1) the company will 

probably not pay 

what will be the 

maintenance overhead? 
 

 

 

 

 

 If the Operational Score is high 

(closed to 1) the company’s PBX  

will need maintenance  

Merged Score 

Financial  

XBRL 

data 

Operational 

Data 

Integrated 
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New 

methods 

and tools 

Qualitative 

Quantitative 

Semantic 

Integrated 

Intuitive 
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