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Software Deployment: the
Problem
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Capability Maturity Model
Integrated (CMMI)

Capability Maturity Model

ML5 Optimizing Process

ML4
Process

ML3 Defined Process

ML2 Repeatable Process

ML1
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CMMI Structure

| Appendixes

Maturity Level 5
OID, CAR

Maturity Level 4
OPP, QPM

Maturity Level 3
REQD, TS, PI, VER,
VAL, OPF, OPD, OT,
IPM, RSKM, DAR

Maturity Level 2
REQM, PP, PMC,
SAM, MA, PPQA, CM

Process

Technology iry

Overview
Introduction
Structure of the Model
Model Terminology

Understanding the Model
Using the Model

Maturity Levels, Common Features, and Generic Rext

Appendixes

Support
CM, PPQA, MA,
CAR, DAR

Engineering
REQM, REQD, TS,
Pl, VER, VAL

Project Management
PP, PMC, SAM
IPM, RSKM, QPM

Process M anagement
OPF, OPD, OT,
OPP, OID

CMMI-SE/SW
Staged

Overview
Introduction
Structure of the Model
Model Terminology
Capability Levels and Generic Model Components
Understanding the Model
Using the Model

=
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CMMI-SE/SW
Continuous
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CMMI 22 Process Areas:

Quantitatively Managed

Level 3
Defined

Level 5
Optimizing

Causal Analysis and Resolution
Organization Innovation & Deployment

Level 4

Quantitative Project Management

Organizational Process Performance

Organizational Process Focus
Organizational Process Definition
Organizational Training
Integrated Project Management
Risk Management

Decision Analysis and Resolution
Requirements Development

Level 2
Managed

Level 1
Performed

© KPA Ltd., 2009

Technical Solution
Product Integration
Verification
Validation

Project Planning

Project Monitoring and Control
Configuration Management

Product & Process Quality Assurance
Supplier Agreement Management
Measurement and Analysis
Requirements Management

14




CMMI 4 Process Categories

Process Management

Organizational Process Focus
Organizational Process Definition

empower Organizational Training analyze
Organizational Process Performance
Organizational Innovation and Deployment
t

Project Management standdrdize
Project Planning ~processes Support
Project Monitoring and Control : Configuration Management
Supplier Agreement Management A anajyze 4 Process and Product Quality Assurance
Integrated Project Management (for IPPD) : Measurement and Analysis
Risk Management Organizational Environment for Integration
Integrated Teaming : Decision Analysis and Resolution
Integrated Supplier Management Causal Analysis and Resolution
Quantitative Project Management :

v
Engineering
Requirements Development
Requirements Management .
employ measure & assist

Technical Solution
Product Integration
Verification
Validation

© KPA Ltd., 2009 15

CMMI Process Areas

A process area (PA) is a cluster of related
practices in an area that, when performed
collectively, satisfy a set of goals considered
important for making significant improvement
In that area.

Practices are actions to be performed to
achieve the goals of a process area.

All CMMI process areas are common to both
continuous and staged representations.

A process area is NOT a process description

© KPA Ltd., 2009 16




CMMI Architecture

| Maturity Le vels

— | \

] | Process Area n

] | Process Area 2

Common Features
Comm|tment Ability ‘ Directing Verifying
to Perform to Perform Implementatlon ImpIementatlon

Sl

Generic Practices

[ Process Area 1

Specific Goals

Specific Practices

© KPA Ltd., 2009 17

Process Areas Components

| Process Area |

Institutionalization

Generic Goals
Common Features

[ Activities

I I I I
Commitment Ability Directing e
Performed J [ ][ ][ Verification

to Perform to Perform ][mplementation
Specific
« Practices

Implementation

Specific Goals

B e

Subpractices
Amplifications
Elaborations
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Subpractices
Amplifications
Elaborations
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Required, Expected and
Informative PA Components

o

Specific Goals

v

Required
Needed to satisfy

Common Features I ] ]

| Process Area |

CMMI

[ Activities

| |

Performed

Commitment

Ability
to Perform

Directing
Implementg

|

to Perform

Expected
_Typical practices to
meet goals;
Used as a starting
point in assessments

Subpractices Subpractices Informative_
| Amplifications Amplifications Ideas to consider
Elaborations Elaborations
© KPA Ltd., 2009 19
%)

Organizational Process Areas

Level 3

© KPA Ltd., 2009

» Organizational Process Focus

— Establishes and maintains an understanding of
the organization's processes and process assets,
build an infrastructure to support their use, and
plan and coordinate the organization's process
improvement activities.

» Organizational Process Definition

— Establishes and maintains a usable set of
organizational process assets.

» Organizational Training

— Develops the skills and knowledge of people so
they can perform their roles effectively and
efficiently.

20




Organizational Process Areas
Levels4 &5

[ ¢ Organizational Process Performance
— Establishes and maintains a quantitative
—\ understanding of the performance of the
= organization’s set of standard processes
DD\ — Provides the process performance data,

baselines, and models to quantitatively
manage the organization’s projects.

¢ Organizational Innovation and
Deployment

— Selects and deploys incremental and
innovative improvements that measurably
improve the organization’s processes and
technologies.

© KPA Ltd., 2009 21

Common Features

» Commitment to Perform includes practices that ensure the
process is established and will endure.
— Establishing organizational policies and leadership
» Ability to Perform includes practices that establish the
necessary conditions for implementing the process
completely.
— Resources, organizational structures, and training.
» Activities Performed includes practices that directly implement
a process area.

— Developing plans and procedures, performing work, t racking
work, and taking corrective actions as necessary.

8 % b » Directing Implementation includes measurement practices that
hh A/‘V are necessary to collect and analyze data related to the
process.

— Insight into the performance of the process.
» Verification includes practices that ensure compliance with the
z process that has been established.

— Reviews and audits.

© KPA Ltd., 2009 22




Practices

» Practices are the building blocks of the process areas

structure (WBS)

Example - Project Planning Process Area
Specific Practice 1.1 - Establish a top-level work breakdown

to estimate the scope of the project.

» To satisfy the required goals, you are expected to perform the

practices

— Most commercial and defense projects/organizations will

implement as written

* You may perform equivalent practices if they have an
equivalent effect toward satisfying the generic or specific goal
— These are termed “alternative practices”

— Less prevalent in CMMI than in SW-CMM, because the CMMI
practices are at a slightly higher level of abstraction

— “Equivalent” is a judgment call — discuss with your appraiser

© KPA Ltd., 2009
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Specific Practices
Practices

» Apply to a single process area

» Describe activities that implement
the process area

vs. Generic

» Apply to all process areas
» Describe activities that

institutionalize the process areas

Example — Requirements Mgmt.
SG 1 Manage Requirements

SP 1.1 Obtain an Understanding of
Requirements

SP 1.2 Obtain Commitment to Requirements

SP 1.3 Manage Requirements Changes

SP 1.4 Maintain Bidirectional Traceability of
Requirements

SP 1.5 Identify Inconsistencies between
Project Work and Requirements

© KPA Ltd., 2009

GG 2 Institutionalize a Managed Process

GP 2.1 Establish an Organizational Policy

GP 2.2 Plan the Process

GP 2.3 Provide Resources

GP 2.4 Assign Responsibility
GP 2.5 Train People

GP 2.6 Manage Configurations

GP 2.7 Identify and Involve Relevant
Stakeholders

GP 2.8 Monitor and Control the Process
GP 2.9 Objectively Evaluate Adherence

GP 2.10 Review Status with Higher Level

Management
GG 3 Institutionalize a Defined Process
GP 3.1 Establish a Defined Process
GP 3.2 Collect Improvement Information

24




Staged Representation

Provides a defined roadmap for
organizational improvement
— Lower level processes are more
critical to repeatable success
— Higher level processes build on
the lower level processes

Level 3
Defined

Level 4
Quantitatively
Managed

Level 5
Optimizing

Level 2
Managed

Level 1
Performed

© KPA Ltd., 2009
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Continuous Representation

processes

* Measures maturity (capability
level) of each process area

* Permits maturing of selected

Requirements Management

Project Planning

Project Monitoring and Control

Supplier Agreement Management

Measurement and Analysis

Process and Product Quality Assurance

Configuration Management

Requirements Development

Technical Solution

Product Integration

Verification

Validation

Organization Process Focus

Organization process definition

Organizational Training

Integrated Project Management

Risk Management

Decision Analysis and Resolution

Organizational Process Performance

Quantitative Project Management

Organizational Innovation and Deployment

Causal Analysis and Resolution

GG 5 Institutionalize an Optimizing Process

GP 5.1 Ensure Continuous Process Improvement
GP 5.2 Correct Root Causes of Problems

GG 4 Institutionalize a Quantitatively Managed Process
GP 4.1 Establish Quantitative Objectives for the Process
GP 4.2 Stabilize Subprocess Performance

GG 3 Institutionalize a Defined Process
GP 3.1 Establish a Defined Process

GP 3.2 Collect Improvement Information

GG 2 Institutionalize a Managed Process

GP 2.2 Plan the Process

GP 2.3 Provide Resources

GP 2.4 | Assign Responsibility
GP 2.5 Train People

GP 2.6 Manage Configurations

GP 2.1 Establish an Organizational Policy

GP 2.7 Identify and Involve Relevant Stakeholders
GP 2.8 'Monitor and Control the Process

GP 2.9 Objectively Evaluate Adherence

GP 2.10 Review Status with Higher Level Management

GG 1 Achieve Specific Goals
GP 1.1 Perform Base Practices

© KPA Ltd., 2009
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Organization's Process Assets

[fﬁ_,—: e Organization's standard process (including —
the process architecture and process Kﬁflj
= elements)

» Descriptions of life cycles approved for use %

» Guidelines and criteria for tailoring the
organization's standard process

» Organization's process database (historical
l cost and schedule data)

» Library of process-related documentation

The process assets are available for use by the pro  jects
in developing, maintaining, and implementing
their defined software process.

© KPA Ltd., 2009 27
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CMMI Staged Representation Overview

Process
Level o Process Areas
Characteristics
Focus is on quantitative | Causal Analysis and Resolution
continuous process Organizational Innovation and Deployment
improvement

Quantitative Project Management

PHOEEES [ MEEEIEE Organizational Process Performance

and controlled

_IFeowirements Development  Integrated Project Management
ec

Process is characterized nical Solution Integrated Teaming
for the organization and  [Product Integration Organizational Environment
is proactive Verification For Integration
Validation Integrated Supplier Management

Organizational Process Focus Risk Management .
Organization Process Definition Decision Analysis & Resolution
Organizational Training

Process is characterized |Requirements Management Configuration Management
for projects and is often Project Planning Measurement and Analysis
reactive Project Monitoring and Control

Supplier Agreement Management
Product and Process Quality Assurance

Process is unpredictable,
i poorly controlled, and
reactive

© KPA Ltd., 2009 28




Process Capability Prediction

Level Process Characteristics Predicted Performance
2
Ootimizi Focus is on continuous 2 g
ptimizing guantitative improvement & S~
Time/$!...
Quantitatively Process is measured % z
Managed and controlled E ‘ 5
Time/$/... |
P
. Process is characterized 5 x
Defined for the organization and g gu,\K
is proactive & g
Time/$/...
. , z
Process is characterized = 3
Managed for projects and is often 8 g&
reactive * &
Time/$/... |
. Process is unpredictable, g g/’\
Initial poorly controlled, and - fE
reactive & Timersl..

© KPA Ltd., 2009
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Management Visibility

&

Level Process Characteristics Management Visibility
n S
o Focus is on continuous
Optimizing quantitative improvement ~=N =
(@, u 2 2 D
Quantitatively Przcesstisngasured In 4?» »%»%» aui
and controlle
Managed J By é i By By 3
Process is characterized
Defined for the organization and T = e RS out
IS proactlve CTL‘ @ ,17\ f<Y-Ye} ,17\ o> ,17\®® @
Process is characterized
reactive é j» j» j» f;.
Process is unpredictable,
Initial poorly controlled, and In

reactive

© KPA Ltd., 2009

30




Technology Implications

Level

Process Characteristics

Technology Implications

Focus is on continuous
guantitative improvement

Technology causes process to
change, which causes a new search
for complementary technology

Process is measured
and controlled

Organization has quantitative basis
for applying technology

Process is characterized
for the organization and
is proactive

Organization has qualitative
foundation for applying technology

Process is characterized
for projects and is often
reactive

Technology can help for established
tasks

Process is unpredictable,
poorly controlled, and
reactive

Introduction of new technology is
risky

© KPA Ltd., 2009
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People Implications

Level

Process Characteristics

People Implications

Focus is on continuous
gquantitative improvement

Focus on "fire prevention";
improvement anticipated and
desired, and impacts assessed

Process is measured
and controlled

Sense of teamwork and inter-
dependencies

Process is characterized
for the organization and
is proactive

Increased reliance on defined
process; investment in people and
process as corporate assets

Process is characterized
for projects and is often
reactive

Overreliance on experience of good
people — when they go, the process
goes

Process is unpredictable,
poorly controlled, and
reactive

Focus on "fire fighting";
effectiveness low — frustration high

© KPA Ltd., 2009
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Customer Satisfaction Impacts

Level Process Characteristics Impacts on Customers
I Process imorovement is Customer receives full benefit of the
Optimizing rrocess imp organization’s ability to improve quality
institutionalized L :
and productivity on every project
Customer can ask for and expect
a2 Product and process are quantifiable improvements in product
Quantitatively ctand p quality — Product delivery schedule is
Managed quantitatively controlled . . :
shortened with no loss of functionality or
quality
Technical practices are Customer understands and supports the
Defined integrated with organization’s software process — Desired
management practices and functionality with good quality is delivered
institutionalized on schedule
Project management Customer can expect reliable schedules —
Managed i i ; 3
practices are Functionality and quality of the product
institutionalized are improved
it Process is informal and ad Customers cannot depend on schedule,
hoc functionality, or quality of product
© KPA Ltd., 2009 33
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Measurement Implications

Level

Process Characteristics

Measurement Implications

Process improvement is
institutionalized

Continuing improvement is based on
business objectives and cost-benefit
analysis

Product and process
are quantitatively
controlled

Data analysis is based on the principles
of statistical process control. Actuals
are compared to expected values of
mean and variance

Technical practices are
integrated with
management practices
and institutionalized

Consistent definitions exist across
projects. Management and Quality data
is collected across the organization

Project management
practices are
institutionalized

Projects collect management data about
cost, effort, size, schedule, etc. Different
projects may use different definitions

Process is informal and
ad hoc

Measurement is haphazard, but may
yield cost and effort data

LEr e ==y o

T




Risk Implications

Level Process Characteristics Results

© KPA Ltd., 2009 35

The Standard CMMI Appraisal &

Method for Process Improvement
(SCAMPI)

The SCAMPI Class A Method is:

—Similar to CBA IPI method used for
benchmarking

—Calls for a process to support
INTEGRATED data collection and
CONTINUOUS consolidation

—STRONGLY Data Driven

» Expectation is that the organization
being appraised prepares and qualifies
a database of objective evidence to
support process implementation

—The CMMI Product Suite provides a
foundation for enterprise wide
improvement

© KPA Ltd., 2009 36




Determining Readiness

How do you know when you're
ready? How can the readiness be
assessed across multiple
instantiations?

Though readiness criteria is defined
in a required SCAMPI activity
conducted prior to the onsite
period... potential problems arise in
monitoring readiness across
multiple appraisal efforts!

© KPA Ltd., 2009 37

Requirements Management

Purpose

To manage the requirements of the project’s products

and product components and to identify inconsistencies
between those requirements and the project’s plans and
work products.

© KPA Ltd., 2009 38




Requirements Management

« Specific Goal:

— Requirements are managed and
iInconsistencies with project plans and work
products are identified.

© KPA Ltd., 2009 39

Requirements Management

 This PA involves: m

— Manage Requirements

» Obtain and Understanding of Requirements
Obtain Commitment to Requirements
Manage Requirements Changes

Maintain Bi-directional Traceability of
Requirements

Identify Inconsistencies between Project Work and
Requirements

© KPA Ltd., 2009 40




Project Planning

Purpose

To establish and maintain plans that define
project activities

© KPA Ltd., 2009 41

Project Planning

« Specific Goals:

— Estimates of project planning parameters are
established and maintained

— A project plan is established and maintained
as the basis for managing the project

— Commitments to the project plan are

established arjgnaingjne \_

© KPA Ltd., 2009 42




Project Planning

¢ This PA involves:

— Establish Estimates
» Estimate the Scope of the Project
« Establish Estimates of the Project Attributes
« Define the Project Life Cycle
» Determine Estimates of Effort and Cost
— Develop a Project Plan
« Establish the Budget and Schedule
 ldentify Project Risks
« Plan for Data Management
» Plan for Project Resources
» Plan for Needed Knowledge and Skills
» Plan Stakeholder Involvement
» Establish the Project Plan
— Obtain Commitment to the Plan
» Review Subordinate Plans
» Reconcile Work and Resource Levels
* Obtain Plan Commitment

© KPA Ltd., 2009 43
s
Project Monitoring and Control
Purpose
To provide understanding into the project’s
progress so that appropriate corrective actions
can be taken when the project’s performance
deviates significantly from the plan

© KPA Ltd., 2009 44




&
Project Monitoring and Control

« Specific Goals:

— Actual performance and progress of the
project is monitored against the project plan

— Corrective actions are managed to closure
when the project’s performance or resLlIts
deviate significantly from the plan ==

© KPA Ltd., 2009 45

&
Project Monitoring and Control

e This PA involves:

— Monitor Project Against Plan
* Monitor Project Planning Parameters
e Monitor Commitments
* Monitor Project Risks
* Monitor Data Management
» Monitor Stakeholder Involvement
» Conduct Progress Reviews
* Conduct Milestone Reviews
— Manage Corrective Actions to Closure
* Analyze Issues
» Take Corrective Action
* Manage Corrective Action

© KPA Ltd., 2009 46




Supplier Agreement
Management

Purpose

To manage the acquisition of products and services
from suppliers external to the project for which
there exists a formal agreement

© KPA Ltd., 2009 47

Supplier Agreement
Management

« Specific Goals:

— Agreements with the suppliers are established
and maintained

— Agreements with the suppliers are satisfied by
both the project and the supplier

© KPA Ltd., 2009 48




Supplier Agreement
Management

* This PA involves:

— Establish Supplier Agreements
» Analyze Needs and Requirements Determined by the Project
» Select Suppliers
» Establish Supplier Agreements

— Satisfy Supplier Agreements
* Acquire COTS Products
» Execute the Supplier Agreement
» Conduct Acceptance Testing
« Transition Products

© KPA Ltd., 2009 49

Process and Product Quality
Assurance

Purpose

To provide staff and management with objective
Insight into the processes and associated
work products

© KPA Ltd., 2009 50




Process and Product Quality

Assurance

« Specific Goals:

— Adherence of the performed process and
associated work products and services to
applicable process descriptions, standar,
and procedures is objectively evaluated

— Noncompliance issues are objecti
and communicated, and resolutier

© KPA Ltd., 2009 51

Process and Product Quality
Assurance

e This PA involves:
— Objectively Evaluate Processes and Work
Products
» Objectively Evaluate Processes
» Objectively Evaluate Work Products and Services
— Provide Objective Insight

« Communicate and Ensure Resolution of
Noncompliance Issues

» Establish Records

© KPA Ltd., 2009 52




Configuration Management

Purpose

To establish and maintain the integrity of work
products using configuration identification,
configuration control, configuration status

accounting, and configuration audits

© KPA Ltd., 2009 53

Configuration Management

« Specific Goals:

— Baselines of identified work products are
established and maintained

— Changes to work products under configuration
management are tracked and controlled

— Integrity of baselines is established and
maintained

© KPA Ltd., 2009 54




Configuration Management

* This PA involves:

— Establish Baselines
« Identify Configuration ltems
» Establish a Configuration Management Syst
» Create or Release Baselines

— Track and Control Changes
« Track Changes j:) 7
» Control Changes S
— Establish Integrity

 Establish Configuration Management Records
* Perform Configuration Audits

© KPA Ltd., 2009 55

Measurement and Analysis

Purpose

To develop and sustain a measurement capability
that is used to support management
information needs.

© KPA Ltd., 2009 56




Measurement and Analysis

« Specific Goals:
— Measurement objectives and practices are
aligned with identified information needs and

objectives
— Measurement results that address identified

information needs and objectives are provided

57
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Measurement and Analysis

* This PA involves:
— Align Measurement and Analysis Activities
» Establish Measurement Objectives

» Specify Measures
» Specify Data Collection and Storage Procedures

» Specify Analysis Procedures

— Provide Measurement Results
» Collect Measurement Data
* Analyze Measurement Data

» Store Data and Results
« Communicate Results

\\\

)

£

|||||||||||||||||||||||||||||||||||||||||||||||||
1 2 3 4 5 6 7 8 9 10 112 58
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Requirements Development

Purpose

To produce and analyze customer, product
and product component requirements.

© KPA Ltd., 2009 59

Requirements Development

» Specific Goals:

« Stakeholder needs, expectations, constraints, and
interfaces are collected and translated into customer
requirements.

» Customer requirements are refined and elaborated to
develop product and product component requirements
for the product life cycle.

» The requirements are analyzed and validated, and a
definition of required functionality is developed.

© KPA Ltd., 2009




Requirements Development

 This PA involves:

— Development of Customer Requirements
* Elicit Needs
» Transform Stakeholder Needs, Expectations,
Constraints, and Interfaces into Customer
Requirements
— Development of Product Requirements

 Establish Product and Product Component
Requirements

» Allocate Product Component Requirements
* |dentify Interface Requirements

© KPA Ltd., 2009 61

Requirements Development

 This PA involves:

— Analyze and Validate Requirements
 Establish Operational Concepts and Scenarios
» Establish a Definition of Required Functionality
» Analyze Requirements
» Evaluate Product Cost, Schedule and Risk

 Validate Requirements with Comprehensive
Methods

© KPA Ltd., 2009 62




Technical Solution

Purpose

To develop, design, and implement solutions to
requirements. Solutions, designs and implementations
encompass products, product components, and
product related processes either singly or in
combinations as appropriate.

© KPA Ltd., 2009

63

Technical Solution

» Specific Goals:

e Product or product component solutions,
including applicable product related processes,
are selected from alternative solutions.

« Product or product component designs are
developed.

e Product components, and associated support
documentation, are implemented from their
designs.

© KPA Ltd., 2009
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Technical Solution

 This PA involves:

— Select Product Component Solutions

» Develop Detailed Alternative Solutions and
Selection Criteria

» Evolve Operational Concepts and Scenarios
» Select Product Component Solutions

© KPA Ltd., 2009 65

Technical Solution

 This PA involves:

— Develop the Design
» Use Effective Design Methods
» Establish a Complete Technical Data Package
» Design Comprehensive Interface
» Perform Make, Buy, or Reuse Analysis

— Implement the Product Design
* Implement the Design
» Establish Product Support Documentation

© KPA Ltd., 2009 66




Product Integration

Purpose

To assemble the product from the product
components, ensure that the product,
as integrated, functions properly
and deliver the product.

© KPA Ltd., 2009
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Product Integration

» Specific Goals:
» The strategy for conducting product integration
IS established and maintained.

* The product component interfaces, both internal
and external, are compatible.

» Verified product components are assembled and
the integrated, verified, and validated product is
delivered.

© KPA Ltd., 2009
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Product Integration

 This PA involves:

— Prepare for Product Integration
» Establish a Product Integration Strategy
 Establish the Product Integration Environment
» Define Detailed Product Integration Procedures

© KPA Ltd., 2009 69

Product Integration

* This PA involves:

— Ensure Interface Compatibility
» Review Interface Descriptions for Completeness
* Manage Interfaces
— Assemble Product Components and Deliver the
Product
» Confirm Readiness of Product Components for Integration
» Assemble Product Components
» Checkout Assembled Product Components
« Package and Deliver the Product or Product Component

© KPA Ltd., 2009 70




Verification

Purpose

To assure that selected work products
meet their specified requirements.

© KPA Ltd., 2009
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Verification

Specific Goals:
Preparation for verification is conducted.

Peer reviews are performed on selected
work products.

Selected work products are verified
against their specified requirements.

© KPA Ltd., 2009




Verification

 This PA involves:

— Prepare for Verification
» Establish a Verification Strategy
» Establish the Verification Environment
» Define Detailed Verification Procedures

© KPA Ltd., 2009 73

Verification

* This PA involves:

— Perform Peer Reviews
* Prepare for Peer Reviews
» Conduct Peer Reviews
* Analyze Peer Review Data

— Verify Selected Work Products

» Perform Verification
* Analyze Verification Results and Identify Corrective Action
» Perform Re-Verification

© KPA Ltd., 2009 74




Validation

Purpose

To demonstrate that a product or product component
fulfills its intended use when placed in its
intended environment.

© KPA Ltd., 2009
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Validation

« Specific Goals:
 Preparation for validation is conducted.

* The product or product components are
validated to ensure that they are suitable
for use in their intended operating
environment. “

© KPA Ltd., 2009
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Validation

 This PA involves:

— Prepare for Validation
» Establish a Validation Strategy
» Establish the Validation Environment
» Define Detailed Validation Procedures
— Validate Product or Product Components
» Perform Validation
» Capture and Analyze Validation Results

© KPA Ltd., 2009 77

Organization Process Focus

Purpose

To establish and maintain an understanding of the
the organization’s processes and process assets,
and to identify, plan, and implement the
organization’s process improvement
activities.

© KPA Ltd., 2009 78




Organization Process Focus

e Goals:

« Strengths, weaknesses and improvement
opportunities for the organization’s processes
are identified periodically and as needed.

* Improvements are planned and implemented,
process assets are deployed, and process-
related experiences are incorporated into the
organization’s process assets.
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Organization Process Focus

* Process Group (PG) charter
— Captures and disseminates intergroup best practices

— Focuses organization on process definition and
process improvement

— Provides a report to upper management on status of
process definition improvement activities

— Assists projects to develop
their own process based on
organizational process

Y
/o ( e‘
© KPA Ltd., 2009 80




Organization Process Focus

 This PA involves:

— Determine Process Improvement
Opportunities
» Establish Organizational Process Needs
» Assess the Organization’s Processes
* |dentify the Organization’s Process Improvements
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Organization Process Focus

 This PA involves:

— Plan and Implement Process Improvement
Activities
 Establish Process Action Plans
* Implement Process Action Plans
» Deploy Process and Related Process Assets

 Incorporate Process-Related Experiences into the
Organization’s Process Assets
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&
Organization Process Definition

Purpose

To establish and maintain a usable
organizational set of process
assets.

&
Organization Process Definition

e Goals:

« A set of organizational process assets
IS available.

* Process assets that support the use of
the organization’s set of standard
processes are available.
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&
Organization Process Definition

* This PA involves:

— Create Organizational Process Assets
« Establish Standard Processes
» Establish life cycle Model Descriptions
» Establish Tailoring Criteria and Guidelines

— Make Supporting Process Assets Available
 Establish and Organizational Measurement Repository
» Establish an Organizational Process Asset Library

© KPA Ltd., 2009 85

Organizational Training

Purpose

To develop the skills and knowledge of
people so they can perform their roles
effectively and efficiently
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Organizational Training

e Goals:

 Training to support the organization’s
management and technical roles is
Identified and made available.

* Training necessary for individuals to
perform their roles effectively is provided.
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Organizational Training

* This PA involves:

— ldentify Training Needs and Make Training Available
» Establish the Strategic Training Needs

« Determine Which Training needs are the Responsibility of the
Organization

» Establish Organizational Training Tactical Plan
» Establish Training Capability
— Provide Necessary Training
» Deliver Training
» Establish Training Records
» Assess Training Effectiveness
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&
Integrated Project Management

Purpose

To establish and manage the project and the involvement
of relevant stakeholders according to an integrated
and defined process that is tailored from the
organization’s set of standard processes.
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&
Integrated Project Management

e Goals:

e The project is conducted using a defined
process that is tailored from the
organization’s set of standard processes.

e Coordination and collaboration of the
project with relevant stakeholders is
conducted.
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&
Integrated Project Management

e This PA involves:

— Use the Project’s Defined Process
» Establish the Project’s Defined Process
» Use the Organizational Process Assets for Planning Project
Activities
* Integrate Plans
» Manage the Project Using the Integrated Plans
» Contribute to the Organization’s Process Assets
— Coordinate and Collaborate with Relevant Stakeholders
* Manage Stakeholder Involvement
* Manage Dependencies
* Resolve Coordination Issues
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s
Integrated Project Management

* This requires that a documented
procedure for all Level 2 management
activities is in place such as:

— Critical dependencies and critical paths are
defined and managed
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Risk Management

Purpose

To identify potential problems before they occur,
so that risk-handling activities may be planned
and invoked as needed across the life cycle
to mitigate adverse impacts on
achieving objectives.
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Risk Management

« Specific Goals:
* Preparation for Risk Management is
Conducted.

* Risks are identified and analyzed to
determine their relative importance.

e Risks are handled and mitigated, where
appropriate, to reduce adverse impacts on
achieving objectives.
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Risk Management

 This PA involves:

— Prepare for Risk Management
» Determine Risk Sources and Categories
» Define Risk Parameters
» Establish a Risk Management Strategy
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Risk Management

 This PA involves:

— Identify and Analyze Risks

* |dentify Risks

» Evaluate, Classify, and Prioritize Risks
— Mitigate Risks

» Develop Risk Mitigation Plans

* Implement Risk Mitigation Plans
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Decision Analysis and
Resolution

Purpose

To make decisions using a structured approach that
evaluates identified alternatives against
established criteria.

97

Decision Analysis and

Resolution

« Specific Goal:
e Decisions are based on an evaluation of
alternatives using established criteria.
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Decision Analysis and
Resolution

 This PA involves:

— Evaluate Alternatives

» Establish and Use the Guidelines for Decision
Analysis

Select Evaluation Techniques
Establish Evaluation Criteria
Identify Proposed Alternatives
Evaluate Alternatives

Select Solutions

© KPA Ltd., 2009
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Requirements Management %,
(REQM) ”

A review of system requirements allocation is conducted before work begins
* Work content and planning documents are based on requirements

» Updates are included in both system requirements documents and software
requirements documents

» The process is conducted without referring to a written procedure. The
general impression is that a written procedure exists

» The responsibility for software requirements is shared by the R&D manage
and the system engineering group

* Reviews are conducted in order to audit software requirements documents
* The system requirements are not always detailed enough

» There is an interaction software-system in order to clarify requirements -
sometimes too late

* The software implementation does not always accurately reflect the needs
of the customer

© KPA Ltd., 2009
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. . t >
Project planning (PP) ke

* There are no methods to derive estimates, except personal experience

» The final schedule target is a constraint that R&D tries to meet to although it
IS sometimes impossible

* Work plans include schedule, manpower, equipment, milestones and
development phases. The project costs are evaluated by management

» The plans do not include risk analysis, critical resources, vacations, reserve
duties etc.

* Upgrades, small features, special versions, small changes and bugs fixes
are not taken into account in the work plans

* The versions are released on time, but not at the time that was determined
in the plan

* There is no sufficient time allocated for preparation of the work plan
» Lack of critical resources
* The customer doesn't receive the promised product, on time
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Project Monitoring and Control %,, -

(PI\/IC)

There is a project status update once a month. At a certain stage a weekly
status meeting is also taking place

» The detailed plans are not updated - the master plan reflects the reality
* People don’t know if measurements concerning PTO are used

* In late stages, when difficulties arise, a follow up is conducted tracking risks
and critical resources

* In case of deviation:generally features are taken out, schedule is changed
and uncritical bugs are left unfixed. In special cases additional employees
are added

* Updates are made in status meetings. In order to be fully updated actual
presence in the meeting is required

* In the past, there were more “post-mortem” meetings after version release
* The development manager is “highly aware” of the projects status

* The process improvement effort is not efficient

* There is no early warning ability
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Configuration Management *, -

(CM)

There is an effective control of documents and test scripts

» Software versions are controlled ineffectively by manual CM with some
tools.

* Tools are partially controlled

* In some of the units, there are specific people in charge of CM. In other
cases the team leader is responsible for CM

» Customer versions can be reconstructed in an effort that depends on the
extent of the version distribution

* Version release document connects between content of the version, code
and known bugs

* Bug Tracker is used as a tool to efficiently track version’s PRs
* The manually operated CM processes cause mistakes

* “When a version is released - there are missing and unnecessary features
included in the version”

© KPA Ltd., 2009 103

Product and Process Quality %,,,} o
Assurance (PPQA)

* Implementation of QA procedures create a balance between “develop and
finish on time” versus organized development

* In some cases, QA activities seem like slowing down the work

* QA activities mainly seem like product testing activities and action items
tracing and not as a process monitoring

* The control of documents and action items is done well

* Most of the known procedures are implemented. There is no
implementation of code reading

* There is no processes control
» Limited ability to warn about quality problems
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Concepts

» Operational Risk management does not embrace all the
risks that face a particular enterprise.

 Itis concerned with those that are most appropriate in a
given scenario.

» A risk management system must be:
— Practical.
— Realistic.
— Compliant with internal and external standards.
— Cost efficient.
— Coherent with current methodology

© KPA Ltd., 2009 107

Main Activities

1. RIisk identification isolates the source and type of
risk.

2. Risk Classification considers the type of risk and its
effect on the person or organisation.

3. Risk analysis evaluates the consequences and
likelihood of risk using analytical techniques.

4. Risk attitude is concerned with the attitude of the
decision maker and the effects that this can have
on the assessment of risk.

5. Risk response considers how the risk should be
managed (keep it or transfer it).

Identification Classification Analysis Attitude Response
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1. Risk identification

» Identify all the potential risk areas

 The identification must focus on the source of the
risk.

 This is because we may be able to control the
source of the risk.

 We may not be able to control the event probability
or effect

Classification Analysis Attitude Response
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&
Example - Source-event- effect

Possible , Event . . Possible
sources effects .
> Death
Lack of
safet o )
y e Injury
Defective _
equipment | Injury to work g Delay
> person
Loss of

Inexperience

\ 4

morale

Unforeseen o[ b i
problems rosecution
> Down time
Lack of care
Increased

insurance

> premiums

Classification Analysis Attitude Response
© KPA Ltd., 2009 110




Example - Source-event- effect

Possible N Event . N Possible
sources effects .
E— > Loss of
Ie:c _Inlca money for the
ailure Customer
Inexperienced _
Operator High Paper i
v Jam rate
—
- Classification Analysis Attitude
© KPA Ltd., 2009
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Source Event and Effect of risk

Source event

Effect of risk

Controllable Uncontrollable
L
\ 4 + \ 4
Dependent Independent
|| !
Total Partial
dependence dependence

Classification
© KPA Ltd., 2009

Analysis

Attitude

Response
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Risk ldentification techniques

e Delphi Method

— A panel of experts make individual predictions on
a particular risk

— Each expert receives feedback on the collective
answer and make a new prediction based on that
 Nominal Method
— A panel is convened and is asked to generate
ideas in writing
— Each panel member prioritises the ideas, which
are then ranked mathematically

Classification Analysis Attitude Response
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&
2. Risk classification
RISK
CLASSIFICATION
: ! ]
Consequence of risk Types of risk Impact of risk

A \ 4

Frequency Speculaiive Tisk Environment
(Business risk) Mark
i : . t
Severity Possible loss /gain ae
: . Pure risk Company
Predictability (Specific risK)
No potential gain Project

Identification Analysis Attitude Response
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3. Risk Analysis

* Risk analysis is based on the capture of all
feasible options and to analyse the various
outcomes of any decision.

» Risk analysis comprises six basic steps.

Identification Classification Attitude Response
© KPA Ltd., 2009 115

The six steps of risk analysis

« Step 1: All the various options should be considered.
« Step 2: Consider the risk attitude of the decision maker.

« Step 3: Consider what risks have been identified, which
are controllable and what the impact is likely to be.

o Step 4: Measurement (qualitative and quantitative).

o Step 5: Interpretation of the results of the analysis and
development of a strategy to deal with the risk.

« Step 6: Decide what risks to retain and what risks to
allocate to other parties.

Identification Classification Attitude Response
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Risk analysis example

Weather Weight Unit Weighed Time Weighed
Conditions (Likelihood) Rate Cost Time
Verydry  0.10 2.60 0.26 12.0 1.20
Fairlydry  0.20 3.00 0.60 15.0 3.00
Wet 0.50 6.00 3.00 25.0 12.50
Very wet 0.20 8.00 1.60 35.0 7.00

Probable cost:£5.46 Probable time: 23.70

Identification Classification Attitude Response
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Risk map example

ik Business interruption *

* Government actions

* Reputation

Resource availability

* Capacity
* Environmental

Budget and planning

w

Significance

w

Contracts

Likelihood

Identification Classification Attitude Response
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Impact

Consequence

Impact Description

1 |Marginal

Response will cause disruption to the
program

2 | Significant

Aborts a significant mission need

3 | Serious

Aborts a critical mission need

4 |Very Serious

Failure in Key Performance Indicators

5 | Catastrophic

Can cause abortion of of current phase

© KPA Ltd., 2009
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Impact

© KPA Ltd., 2009

Schedule Impact Cost Impact Technical Impact
FATING SLIF FROBABILITY | amoUNT PROBABILITY AMOTUHT | ALTERN ATIVES PERFORMANCE
09 Certain, program = 8 months | Certan, program =% Cannot achieve. Unacceptable.
threatening, threatening.
0z Extensive, program = 7T morths | Extensive, program >2% Redesign or Inadecquate.
threatening threatening, alternate regd to
achieve,
o7 Frobable program = 6 morths | Probable program =T% No adeguate 31 grificarthy
threat. threat. hackup. degraded.
06 Fossible program threst. = 5 morthe | Possible prog. threat. 6% Inferior hackup. Degraded.
0.3 Potential program = 4 morthe | Within uneertainty >5% Several adeguate Reduced.
threat. range. alternatives.
0.4 Setious subsystem = 3 morths | Well within =4% Several adequate Slight
slip with alternatives. acceptable range. alternatives. reduction
0z Subsystem slip =2 months | Within budgeted >3% Adecuate Minor reduction.
requites workaround range. alternatives exist.
0z Minor subsystem =1 month Tvlinor. >2% Ilany adequate Mlinor to none.
lip. alternatives.
0.1 P ossible minor slip, = 12 moonths | Negligible, >1% Many adequate Mo significant
noncritical path. alternatives. impact.
oo Mo schedule None Hone. Hone Many adequate None.
impact. alternatives.
Identification Classification , Attitude Response
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Likelihood

Rating

Likelihood

Occurrence

Prob.

1

Negligible

Assume no
occurrence

<10%

Unlikely

Possible but less
than likely

10%-40%

Likely

Significant chance

40%-65%

Highly Probable

Very high chance

65%-90%

Near Certainty

Assume occurrence

>90%

Identification Classification Attitude Response
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RATING, SOFTWARE TECHNOLOGY ; HARDWARE REQUIREMENTS TESTING FREQUENCY
; : Theowetical desizn G aod proh dility of
neg Extersive rew complex S/W Mazarmm teclo logy Al = Techrology
- : q1; based on advanced s imificant deficiencies in Frequent
for new wrtested apphcations. masdnmun capability iy inseting s quismens, nottested. e %ﬂnely;?loccu.r
requently
0g Exderwive S5 Theoetoal Mewr thecretical oo proh shility of some Approach ## Coptimously
developevent, newr techrolozy. desizn, tnod erate defidetcies in ot tested. Experenced.
approach, rew language. meehng all requirernents.
07 Estersive 570 Haswer teclevlogy. AT vevr design Moderate chance of Tmnpioved Prch bl
development, - beyond moderate deficencies m desizn has heen w
experience base. meeting all requi s, tested. mw;;:#wnl
0é Majorchanges in 5/W Aozilable teclmclogy HMewr designto Moderate chance of Other amalogons **tx“rﬁf n Lifetime
’ developmmert approach foasihle by aralogy moderately improve mincy equisment iters have been P ccrglu.r
ard applicatiom. existing design deficiencies . testad. TUENLY
0s Feadily adaptable 55 Existing teclmology Major design Some chance of mince O design has .
approach, corversion fiom and feasibility change. requireiment bean tested. ?kcc\_asmnal
similar application, stadiss. deficiencies Likely to cemr
expanded to new applicabom. ]S.lfmr;}hmegh
04 |Extemsive modifiation Proven technology Redesign, significart  [Slight chiarre of mnor S valar desizms AT
ard tailoring of existing and approach modifications. requirement ard teclmology several Himes
apprach Feasibality analysis deficiencies . have been
complete. testad.
03 S lightly medified Proven techrologsy Exsting proven S hoald mmeet all Linmted testing
apprach, linguaze and approach, used conporents, requirerrerds with Litfle dore on l?fml b
CONVesiomn sorne by design agent. econb ired or rinor tharzin. exstng y, but
mods i flmetion conpatents, po;j?iblsfb OFEM
in life of an item
02 5 ome modification of Proven technolagy Exsting proven Shaild mest all Tasting has ## Tnlikelyz butcan
’ exdsting 5 MW appmach. ard approachwrth conporerts, requirements, amd exceed been dore on be ressomably
significart desizn wpackaged andior mary. exdsting expected 1o oo
agert experence. Minorusage variaon comrparents .
0.1 Minor wvision and Proven technolagy Functional hardwr are. WAl meet all Thoraag Hly
checkmtof exdsting 5IW. ard approachwrth Mods in formonly. requirerments, excesding tested Iinpmha]:!le
significart design mary. hardurare. Sounlikely
agent experience. asstu.me 1t may
00 | Usecfexsting checked Offthe shelfhavtwam  |Furctiond hardwas. WAl excesd all Hy T
ot 3 proven to operational requirerments with tested and bt pessihle
erviroimerts. margin. exceed reqnis.
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Risk Maps
.(%’
Likelihood
© KPA Ltd. 2009 Identification /Qlassification , / Attitude / Response 123
Quadrant 1: Red zone &

(High severity/high likelihood)

* No business can survive accepting these risks at this
critical level over the long term.

* The firm’s management of them is therefore a
strategic imperative.

» The strategy should be evidenced by specific action
plans.

* Risk owners should be accountable for these plans.

« If the firm cannot manage these risks effectively over
the long term, then avoidance strategies should be
considered.

tification lassification Attitude Response
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Quadrant 2: Upper Yellow zone
(High severity, low likelihood)

e These risks are not as crucial as those in the red
zone.

 However, they require close attention as they include
the severe effects of extraordinary events such as
earthquakes or hurricanes (high severity, low
likelihood)

« These risks are often driven by external or
environmental factors beyond management control.

» Contingency planning is particularly appropriate for
these risks.

Identification Classification Attitude Response
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Quadrant 3: lower Yellow zone (Low
severity, high likelihood)

» These risks often relate to day-to-day operations and
compliance issues.

» The net effect of these risks, if left unmanaged, is as
great as the risks in quadrant 2.

* They are the ‘unmanaged hurricanes’.

» Cost control procedures fall into this category - based on
monitoring and detection.

» Cost overruns are virtually certain to occur.

Identification Classification Attitude Response
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Quadrant 4: Green zone
(low severity/low likelihood)

» They are not of sufficient stature to allocate specific
resources.

» They are generally insignificant and are acceptable at
their present level.

» They represent areas that may be outsourced.
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M
X

nanded Risk Map

Brand equity

‘_S Commodity costs
© E Human resources
3 O
g’ Litigation
E{ % Y || Legislation
§ = X Supply chain
= Taxation
c
2 Information systems
@ >

Possible Likely Likelihood
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Risk map interpretation

* Risk maps mean nothing if they are no
translated into action.

* This means incorporation into the business plan.
« Some risks are unavoidable.

* Risk taking is the genesis of value creation.

* Nothing ventured nothing gained.

Identification Classification Attitude Response
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4. Risk Attitude

» Risk attitude relates to the attitude of the
decision maker.
e The general attitudes are;
— Risk loving.
— Risk averse.
— Risk neutral.

Identification Classification Analysis Response
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4. Risk Attitude

Risk averter

Risk seeker

Utility

Risk neutral

Money at stake

© KPA Ltd. 2009 Identification /Qlassmcatlon / Analysis ,/ Response 131

5. Risk Response

Risk response

Risk reduction

a

Risk retention (absorption)

Risk avoidance

\ 4

a

Risk transfer
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| Risk iesponse | f)
5.1. Risk retention [ mww == mwwwe |

(absorption)

- < N,
Risk transfer - 'I Risk avoidance I

Risks that produce small and repetitive losses are most
suited to risk retention.

A good example is people’s willingness to accept a $50
excess of any insurance premium.

Some will be happy to bear $200 in return for a smaller
premium.

Another example would be third party vs.
comprehensive insurance.

The level of retention is dictated by financial
circumstances and by the likelihood of loss.

It may be uneconomical to transfer some risk, in which
case it has to be retained.

Identification Classification Analysis Attitude
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- &
I Risk response I -

Risk retention ~ 1 Risk reduction I
(absorption)

5.2. Risk reduction

- <
Risk transfer . 'I Risk avoidance I

One way of reducing risk exposure is to share it with
other parties

It may be possible to engineer risk out of the equation.
Risk may be reduced by training.
Further possible outcomes may be considered.

If you can’t reduce car crashes, you can design your
cars to be stronger.

Identification Classification Analysis Attitude
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Risk reduction
classification

Education and training.

Risk

&
esponse I

Risk retention
(absorption)

<

Risk transfer

<

|
'I Risk reduction I

<
<

Risk reduction falls into four main categories;

N
'l Risk avoidance I

Physical protection to reduce the likelihood of loss.
Systems for contingency and WHIF considerations.
Physical protection to people and property.
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5.3. Risk transfer

Risk

&
esponse I .

Risk retention
(absorption)

<
<

Risk transfer

|
'l Risk reduction I

<
<

y

I
'l Risk avoidance

» Risk transfer simply transfers the risk to another party.
* The most common form of risk transfer is through

insurance.

» Another common format is through damages.
 Most standard forms of contract transfer risk to some

extent to sub-contractors and suppliers.
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The insurance consideration

* In general terms, the relevant factors are;

 The cost of the insurance premium.

e The maximum probable loss.

 The likely cost of the loss.

 The likely cost of paying for the loss if uninsured.

Identification Classification Analysis Attitude
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[ Recgmorse | s
5.4. Risk avoldance[ w1 e ]

(absorption)

y

. < !
Risk transfer . 'I Risk avoidance

» Risk avoidance is synonymous with refusal to accept
risks.

 Itis normally associated with pre-contract negotiations.

* However, it might also include rescission (or
determination) following a fundamental breach.

» Another example would be exemption clauses.

Identification Classification Analysis Attitude
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Summary

» Risks have to be identified, classified and analysed
before any response is made.

* An identified risk is no longer a risk. It is a management
problem.

» Beware of using the purely intuitive approach (or gut
feel) to manage risk.

* Risk management needs to be continuous from the start
of a project to the end.

A poorly defined risk structure will breed more risk.

© KPA Ltd., 2009
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Overview of the six-step process.

Identify risks based on a generic model

1. Identify Create risk awareness.
Detect origins and threats (Risk drivers)

2. Source o
Identify risk holders.

3.Measure Assess significance and likelihood of risk.
Design actual risk map.

4. Evaluate Decide on options for risk management strategies

Design actual risk map.

5. Manage Assess significance and likelihood of risk.
Design target risk map.

6. Monitor Continuous Consideration of risk profile and control
Regular reporting on key risks (red quartile).

© KPA Ltd., 2009
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Risk Management Tools

* Incorporates project-specific data for risk
assessment, tracking, and mitigation

 Process-Oriented tool - works throughout all
phases of the project’s transition

* Reporting features designed to provide different
functions in the company with the information

they need

© KPA Ltd., 2009 141

Technical Risk Identification and
Mitigation (TRIMS)

.

http://www.bmpcoe.org/pmws/download/trims4 _v403_set up.exe
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TRIMS Hierarchy

e System file

—Element File

e Category
—Template
>Question — Single area of risk

© KPA Ltd., 2009 143

Templates

“=Modify Knowledge Base

[ S t f I = =1 1.0 Planning =
yS em I e /J'} E| @ 1.1 Mapping potential participants
. 7 1.1.1: How do you determing potential participants
-_ E I e m e nt FI I EI @ 1.2 Segmenting potential participants
b D 1.21: How do you segment/classify custamers
® Category El- . 1.3 Planning the test allocation
7 1.2.1 What iz the acceptance rate [cust who agreed/approached)
— Tem plate e @ 132 ‘what is the compliance rate [cust who comply/agreed)
. || - i@ 1.4 Communication izsues and expectation setting e
>QueStI0n \\\ e 141 How do you set expectations with participants
™ : 1.5 Flanning Beta Duration
: " 151 How do you determine Beta duration
E| @ 1.5 Planning number of participants
o 7 161 How do you determing how many replicates
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Templates

“=TRIMS v3 - Beta Trims System v1 [ System ]
Baseliing  Options Reporting Tools  Help

S50 & & Eﬁ‘ Beto Satware
sy | pamea | icvente |
Beta Press =l 1.0 Planning 2.0 Follow Up 3.0 Analysis

o System fil

— Element File o
+ Category -

— Template -/ I
>Question -/

Beta Press
N Beta Press
Summary i tererrs) [ 7
© oo Koy TED |UGWIRISK] Meo Risk (ENHSIEE INAN | CAPMIWSHP Beta workshoptBeta Supplies fof]
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Example: Answer Questions

File Bookmark ©ptions Help

&= &

Back Search Prirt Export = Close Book Exit
Sontant | Answer Questions E
ERWIEWY ;j
N SCREEM Jgure below shows a screen-shot of a Question, with each area identified.

Displaying Elements can ofick directhy on axy area to learn more about i2!)

Category Templates-List Window

£ MEMLI _Hmdcr 7= mamer Qs { AP raswie Sty Cem)

SELIMIMG Elements

TIONS = Gl o

PORTING Tor e pysin il LI e aseq s Fatcs? =0

Filter Optiong uestion-level camanant @ =l weisbe T2 auner o (273%3 Navigation
Highlight Filter Data-entry —] | Socumw | T et dab Updaes irsusky s LaiF El " Elements
Summary Repart ] [T R B s EEE

Detailed Report
Risk Matrix Report
Show Changes Made In This Session

et fcton: [Tpaie aEnesd pea gram o= FR | Bl
Cue Cabe: [0En5m0nt =] (fime ey 10 most, §wwekd B ru s constinnd

Aetanl w0

giatislies T 1 [ T e o eriind
OLS MENU T R e
LP taps [Fmerr e L | | |

endix A Field ID Codes (Merge)

=1

=J

Sean  KnrwHow B Dalabase fu # Cioseesi] 7 bew
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Example: Edit Risk

Ecdlit Risk 2o

Rizk R anges:

High Risk FMed Rislk Lowve Rizk
O&-29% o0E-E9x FOE- Q0
High ked Lo

Drag the section disaders to adjast the nisk ranges.

....................................

i Ok = Cancel - Help

....................................

© KPA Ltd., 2009 147

Example: Reporting of Task’s
Elements’ Risk 1

© KPA Ltd., 2009 148




Example: Reporting of Task’s
Elements’ Risk 2

Beta Press
L0 Planning
1.1 Mapping potential participanis (High Risk - 0%1)
Motes: Mone
Initialize:
Monitor:
Approve:

Begin Activity: 0771072006
Last Update: 0771072006

11T Howdoyou determine potental parficipants
Motes: Mone

Compliant: Unknown {0770
Reference: Hone

Performer:
Next Action:  None
Due Date: Hone

Last Update: i

© KPA Ltd., 2009 149

Example: Reporting of Task
Elements Risk 3

1.1 Mapping porertial participants
12 Segmerting potertial participants

13 Planning the test allocation

14 Communication issues and expectation setting
15 Planing Beta Durdtion

15 Planning number ofparticiparts

17 Logistics considerations

18 Reporting processes

18 Defining Bem Objestives

110 Setting Beta Success Criteria ($T)

111 Training

112 Docurmentaion

113 Databass

21 Design of kedback questionraire

22 Operatiorsl Data Corrol

31 Analies Bets Das

32 Riskfssessmert

53 FPresarting resuis

Likelihood of
Qccurance

Impact (Cf)

[Performancel
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mls
i
MUSING (MUIti-industry, Semantic-based
) Financial Management Risk Internationalisation (INT) IT Operational Risk (ITOpR})
g (FRM) *INT Bl platform “|IT-OpR Bl platform
E *FRM Bl platform *Partner matching ssarch *0PR assessment tool
Ef_.j *Time-sensitive company evaluation *Partner reliability services T security
SETVICES
= *International Enterprize Inteligence *Scenario analysis
g *Credit merit support tools L L= L=
— . L *Business continuity services
g = *Business plan classification tools
@ ~Advanced VaR measures
=
Foundation & Integration
Techneological Integration Framework, Ontologies
W Standardisation
E Financial Reporting, Financial Reporting Exchange, Business ldentfication, Cniologies, ITOpR-Standards
V]
] . Sy
= Testing & Validation
w Involves different communities of technicians, experis & user representatives for testing & validation activities
®©
- -
c Innovation
ﬁ Socig-economic impacts on FRM, INT and ITOpR
=
% Training
Ensure recruitment of participants, Training the research community, Training the user community
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Operational Risks

“Operational Risks are rising out of the ever-growing
Information and Communications Technology systems.
Operational Risk (OpR) is everywhere in the business
world and, indeed, even in our households. When
computing technologies encompass so much of our daily
work life the risks associated with them lead frequently to
unwanted and hazardous results. In extreme cases,
these risks may become catastrophic and cause
bankruptcy or other grave consequences. Thus, itis a
very important to address OpR in a systematic, scientific,
experience-based and results-driven approach...

from http://www.musing.eu/download-area/musing-public-documentation/
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Operational Risks

...MUSING's target cutomers are Small and Medium
sized Enterprises (SMEs). Large corporations, while a
potential for becoming MUSING's clients as well, usually
develop in house OpR systems and implement tailor-
made software tools. SMEs usually lack the awareness,
the funds and the knowledge for dealing with these
issues. MUSING will assist SMEs in finding the right
solutions without their having to resort to alternative
solutions beyond their means or reach.”

from http://www.musing.eu/download-area/musing-public-documentation/
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Operational Risks

The Risk Manager

“The person, in an organization, charged with
managing all aspects of risk: identification;
classification; suggesting mitigating techniques or
solutions; reporting the risk; verifying that the risk,
once recognized, is handled properly; logging the
risk; logging the handling of the risk till complete
possible resolution; creating organizational
procedures for avoiding risk, and forms and
computerized systems for reporting loss events”

from MUSING D8 3-4-5 KPA WP8.doc
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Operational Risks

Where are our risks?
Are we getting better or worse?
What are we doing about it?

Mandate and
access to
systems V/

Graphics adapted from Reason, J.: Managing the Risks of Organizational Accidents, Aldershot: Ashgate, 1997
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Operational Risks

16=

14

Class A, B,& C Mishaps/100,000 Flight Hour

Om M echanical
0
N~ ()] — (o] Tp) N~ ()] i
N~ N~ [e0] [e0] [e0] [e0] @ (@]
(@)} (0] (@) (o)) (@) (o] (o] (o))
— — — — — — — —
Year

Shappell, S. and Wiegmann, D. (1996). U.S. Naval aviation mishaps 1977-1992, Aviation, Space, and
Environmental Medicine, 67, 65-69.
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Operational Risks

Goals

Improve

Questions

m@@@#&}ww

v SRR

MUSING Services

Use Integrated Data from different type
and origins in order to:

 Identify and map risks
* Provide business impact analysis
* Develop a mitigation plan

From MUSING D8 3-4-5 KPA WP8.doc

“the MUSING IT OpR workstream is truly innovative and has a large
potential impact among European Public Administrati on and private
organisations .“ Bank of Italy Operational Risks Regulator, 27.2.20 08
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A Telco Case Study

System

AFCDM (Server) ¥-2.48 1 i =] 24

Server : l

Running
Diagnhostic
Program 1000 PBX
Under Tests

Map Showing

€ | Alarms Color
coding
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L e
@ Main Server = Alarm
7

Zone Alarm

DD. Server

North

West Cen’ East -7
couth “| — P.S.T.N
out %

IP
Report Alarm

v v v

Net E_mail —
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PBX Log

ITE NAME |CCS
| VERS

LAST BOOT

| shap

| NET | ALARMS

| POOL

|RESOURCES
I

| SYSTEM & Task

| TEST:

15.68.14 IPx5D
1. 11131 SX
i1.11.18 SX
14.86.35 SVC

© KPA Ltd., 2009

11:42 AM

o
|
|
|
14-AUG -2007 |0
15334 |
_________________ .
10]|22-NOV -20086 |
18331 |
| |
fffffffffffffffff et ]|
13-ALE -2007 |0 |
15:10 | |
| |
_________________ pompmabo
SEF -25-20 |0
|
|

|pT4_tab-213
|calli_tab-5
|

TYPE | DUP || VER |& CAUSE | sNap” |sHOT | |FauLT |RESTART | DATE-T.
|14.66.35 |HDC |8.4 |2-SEP -2007 | |8 | | |pt4_tab-177 |DTMF-15  |RESET_POWER_UP-1[11-52p-2
30006 | | | 09:20 | | | | | | TOTAL_RESTARTS-1[04:00:5
| | | | | | | | | |
—————————— e e s B R T i ] Gt oo A e =
|11.22.47  |sSX |7.23 6 -07-20 | |1te | | | Wh-1
30003 | | | 05106 AM | | | | | ECT_ACF-1
| | | | | | | | T_FOWER_UP-1|
I I | | I | | | L_RESTARTS-1|
———————————————————— e s T T P i e T S |
|11.311.47 |MEX |28.123|6-JUN -200¢ | |o | | | |
30021 | | | 11138 | | | | |
| | | | | | | | |
—————————— | et e Nt et L e et et ol e = )
|12 11046 |[SX |Fans 7| |0 | | PCM TIME SLOT |
30033 | | | | | | | |
| | | | | | | |
—————————— e et B o ] R B R i
|2.21.17  |sX |7.22 [4-AuG -2007 | |o | |
30049 | | | 13529 | | | | |features-2s5 |
| | | | | | |timers-255 |
| | | | | | T | ts_pool-255 |
—————————— atede L bl b g e o B e e o ket sl i A e | |
(% 5 6 e > 4 |7.23 [25-mMAY -z007 | |o | |DTMF-3 |OVERLOAD-1
2006 | | | 10131 | | |
| | | | |
| | | | |
| | | | |
| | 5 | 7| |
| | | | |
| | | | |

CARD SUBUNIT

|
|pl4_tab-29
|ple_ma-2
|call_tab-12
|call_rec-32

,,,,,, 2
|pT4_tab-108
|

|CARD SUBUNIT

|
|pta_tab-38
|

,,,,,, 1=
|status-255
|features-255
|timers-255

|#:-3

e
|04:51:
!

S
|11-5ep
|o4i58: 1%

L | 2

i

|p14_def-g
|p14_tab-227
|

,,,,,, |-
|pT4_tab-19
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CRM Output Data

e Yl 40 Ll

© KPA Ltd., 2009

Site  [Type |Ports  Trunks Phones Complaint Action w
90009 High Tech 956 246 116

90009 High Tech 956 244 116 ;
90009 ‘High Tech 956 246 116 A
90009 High Tech 956 248 116 @
90009 High Tech 956 246 116

90009 High Tech 956 246 116

20021 Municipalities GG 34 2 '
90033 Transportation 491 316 123

90033 Transportation 491 316 123

90033 Transportation 491 316 123 :
90033 Transportation 491 316 123 ,
90033 Transportation 491 316 123 -
90033 Transportation 4931 316 123 3
80033 Transportation 491 316 123 Yy
90049 Municipalities 423 114 119 ;
90049 Municipalities 423 114 118 (
90048 Municipalities 423 114 119
90049 Municigalities 423 114 119

90049 IMunicipalitias 423 114 119 :

162




Data Integration

\ Alarm Customer
PBX Log < > Demographic
\ Segmentation ~ Variables

Service Support
Calls Segmentation

CRM Data ‘\
Field |
Technician
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Data Processing

Sync Data
Program

Data >
Processing

Data Merging
For Statistic
module
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Association Rules Analysis

CAUSES AREA
eCAUSE —_— eLines
*PROBLEM eRegular Extension
DESCRIPTION - eSmart phones
eALARMS eCUSTOMER TYPES
eALARMS 2
eALARMS 3

oSYSTEM START....

TIME

o o o o

LOSSES (Y)
*ORDINAL SCALE (1, 2, 3)
eInterval scale (appropriate
monetary classes)
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Bayesian Networks Analysis

CAUSES
*CAUSE -LINE?REA
eProblem Descriptions R AR ST EN GG
eAlarms *SMART PHONES
eAlarms 2 *CUSTOMER TYPES
eAlarms 3

eSystem Start.

LOSSES (SEVERITY) TIME
eORDINAL SCALE (1,2, 3)

eInterval scale (appropriate monetar

classes)
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Association Rules Analysis

EC1 = INTERFACE | “CONF-0.%
_ _ | «CONF=0,98
\—/ — \ SEVERITY = LOW *HYPERLIFT=3,13
«SUPP=0,057
_ \ _ «CONF=0,977
EC1 = HARDWARE — \ SEVERITY = LOW *HYPERLIFT=3,07

CONF=0,18

EC1 = NetComms q SEVERITY = LOW :HYPERLIFT:O,86

EC1 = NetComms q -

© KPA Ltd., 2009 167

SUPP=0,069 ‘

*CONF=0,45

*SUPP=0,091
*HYPERLIFT=0,87

Bayesian Networks Analysis

CAUSES
eCAUSE \ .LINEQREA
eProblem Descriptions LR SETENEO
eAlarms *SMART PHONES
eAlarms 2 *CUSTOMER TYPES
eAlarms 3

eSystem Start.

LOSSES (SEVERITY) TIME
¢ORDINAL SCALE (1, 2,3)

eInterval scale (appropriate monetar

classes)
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Bayesian Networks Analysis

CustomerT

=l Smartphones

© KPA Ltd., 2009
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(0] ALARN (] ALARM2 (] LSRR Cr CustomerType &) Smartphones (] EC1
CARD sen[l | [caRD 7%l CARD B%| Bank 2% S pew_ 15%[] |[Ferdware 7%
CARDSUB .. 26% CARDSUB .. 20% CARDSUB ... 2% Commerce 5% =2 11 24 17% Irterface 5%
CHECKSUM 0% CLA_APPLL.. 0% CLA_REAL.. 0% Cooperstives 1% | =3 24 41 6%l [Metwarkeo .. 472 (IE]
CLa_APPLL. 0% CLa_REAL .. 1% CL&_ROM .. 0% Dieferze % | Wzd_ 41 83 @] Security 18% (|l
CLa_COM .. 0% CLa_ROM .. 0% CONTROLS 0% Education 5% =5 83 165 15% ] software  22% ]
CLA_REAL... 1% CONTROLS 1% CIGITALTR ... 4% LElderlycitiz .. 2% s6_165_up  18% ]

CLA_ROM ... 1% DIGTALTR ... 7%|| DHTSUBLUMIT 1% Finance 1% = |:ines L= 4

CONTROLS 1% DIGITALTR ... 0% LIDUPLICATI .. 2% Government 5% REp—l |

DIGITALTR ... 4% DHTSUBUMT 1% | FIFLOPPYDISK 0% Meovernme .. 3% Y

DIGITALTR ... 0% | [DUPLICATI ... 3% HMO_ALARM 2% klHealth 15%l '33"?5"1 s 27%|1

DETSUBUMT 2% || FIES11 0%|| MHULL 75% Il | [HighTech 7% L g up 25% |

DUPLICATI ... 5% FLOPPYDISH 1% PO 1% Hutels 10% ] ——

E911 0% HE 0% | PCMTIMES ... 3% Industry  13% ] ® Reprreisnsine

FLOPFYDISK 0% MO _ALARM 0% POWERSL . 1% nEurance 4% 1 _beiow_8514% |

HDLC 0% || RULL 46% | | [ROUTINGF ... 0% Leisure_Co... 2% ek

MO_ALARM 0% PCMTIMES ... 10% ] Municipaliies 5% | 3112178 14% |

PCM aee |l Db e | | Dl Aol rd_178_283 15%'

PCMTIME Cus;;:erT B Smartphones

POWERS|

REALTIM

FOLUTING

SLAVEM

SMDRPOI
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=]

B.N. Engine

Cause
ribution : Ditribution
Frequency : nskirtequency

Fkchasseverty | skiSzversy

tmp/MERGED

] e et

X
put

Join Rows {carkesian product} oubputiMERGED

tmp/PARSED_ALARMS,Csy

Support (A 2§
Confidence(A
Lift (A = B) = Confidence (A 2 B) / Support (B]
Hyperlift= more robust version of Lift 7

Analyst Request via Form

Request of Information

Activities

Answer formatting

k-----

* Output to Analyst

ON LINE
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NG
Elll

http://wins.metaware.it:8380/FormInput/customerAnal  ysis.html

/2 MUSING Project - Pilots - Windows Internet Explorer =5l

P -
@\ B |E_ http://wins.metaware.it:8380/FormInput/pbxList.html| pelhe
| Hle Edit View Favorites Tools Help |Links >
i @ MUSING Project - Pilots || | B~ B v v page v i Tools v @7 7

Tadiran Pilot '?Té&lcntm

Communication Services in Israel KPA Lid.

! Customer

This is the full list of the 1157 PBXs presently in the database.

PBX number Sort 5o | Number of events Sort ot Business Line -

11002 |4 Banking

11005 [+ Banking

11025 1 Defense

11080 1 |Cooperatives

11157 1 |Operating_company

30345 o [Industry

30630 2 [Education

31116 n [Industry

‘3 1692 5 Eiawya_accmmtant_oﬁcas

‘3 1712 |0 !Lawyafﬁaccomtamivﬁcas

‘ 32215 |3 ILa\\')'er_acmmtaﬂt_Gﬁces

‘ 32234 |3 !Lawyﬁiaccmmtantioﬁices

‘32281 i3 |La\\’_ve{_acmuﬂtmt_nﬁﬁces

laaces = e E
|Done ’7 r |7’7’7 r; |@ Internet | ®100% v 2

#istart] | B | ... | ke | Exp... [Em.. DTel.| @mic.| | & 5] @ 100% & [« 2 C@ RS 1:20PM
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NG
=]

http://wins.metaware.it:8380/FormInput/customerAnal ysis.html

/2 MUSING Project - Pilots - Windows Internet Explorer ==l x
@-\T ~ | ] http:/wins.metaware.it:8380/FormInput/rules.html ~|| EE

| Fle Edit View Favortes Tools Help |Links >
©F & @ MUSING Froject - Pilots | | |f v Bl v & v ipage v (iTools v @ 7

Tadiran Pilot fj)TEALDEICR(‘)AI\': K

- Communication Services in Israel KPA Lud.
Raul

Association rules: for each rule the left and right-hand sides are represented. along with a graphical indication of their support set, and of their confidence; the
two arrows, which are painted in either red or green depending on whether the rule effect is positive or negative with respect to the a priori probability, and
in darkest color according to the confidence vahe.

, & A

Covered
Suppart

LHS RHS Support | Confidence HyperLift
|EventType=Hardware |Severity=3 [0.05579841 |0.7833935 (23085105
|Severity=3 |EventType=Hardware 0.05579841 [0.2011121 |2.3085105

Caversd LI
T[T [ meme [Riow -
aistart] | @kp|lm. | ke | Bxe [Em.. STel.|EMic.| | & 0] | B 100% b [« 2w 0@ @R 1:18PM
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Elll

http://wins.metaware.it:8380/FormInput/customerAnal  ysis.html

2 MUSING Project - Pilots - Windows Internet Explorer EEH‘Z}

| &1 hitp:/ffwine. metaware, it:8380/For minput/customer dnalysiz.html?pbx =92960 Vi *p| X

|adis

X! 2] ok

Morton Internet Security @
|cerca - B @' (3 Salva sul Mio Web ~ §02 Traduci la pagina ~ ¥PEnfra =01 Mail - @Answers = @IIMlE Yahoo! - &ZMNotzie - & Sport - 4
Google (G- v cerca &) B v ¥ Segnalioriv B30 bloceati % Controllo + |25 Traduci = | (s Invis av (0 Irnpostazioni=

W & |2 | @ s Project it (G Gooals =] B~ B - ® - [ZPagna~ & Stumentiv
Anmalysis for customer PBX=92960 (Finance), based on 38 events. 2
10

09

0.8

07

06

s

04

03 Hardware Interf: Network C icati Security Software
n2 low 0.120 0.120 0.086 0.450 0.200
o medium 0.880 0880 0914 0550  0.800
O rihares  dnteddee © " Newoikim —  Serfityr -~ © Sitmane high  0.000 0000  0.000 0.000  0.000

Average Stats for same Business Line (Finance)

06

03 Hardware Interface Network C ications Security Software
low 0614 0875 0641 0.741 0536
medium 0012 0117 0215 0037  0.464 —

Sofware  high 0373 0008 0144 0222 0.000

Hardware Interface Network._... Security

H100% v
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